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1. Introduction

In process indudtries, the identification of possible accident scenarios is a key-point in risk
asessment.  However, especidly in a deterministic approach, mainly worst cases scenarios are
consdered, often without taking into account safety devices used and safety policy mplemented.
This approach can lead to an over-estimation of the risk-leve, and does not promote the
implementation of safety systems.

One of the ams of the ARAMIS project is to develop a methodology able to face this problem.
This report describes methods and tools to identify mgor accidents (without consdering safety
systems), then to study deeply safety systems, causes of accidents and (qualitetive) probabilities, in
order to be able to identify Reference Accident Scenarios, which take into account safety
sysems.

In order to reach this goa, two main complementary methods are used. Both were developed
during the ARAMIS project.

The fird one is the Methodology for the ldentification of Major Accident Hazards
(MIMAH). The MIMAH methodology defines the maximum hazardous potentid of an ingtalation.
The term "Mgor Accident Hazards' must be understood as the worst accidents likely to occur on
this ingtdlation, assuming that no safety systems (induding safety management systems) are indaled
or that they are ineffective. The mgor accident hazards identified are only linked with the type of
equipment studied and the properties of chemicas handled.

The second method is cdled MIRAS (Methodology for the Identification of Reference
Accident Scenarios). This method studies the influence of safety devices and policies on scenarios
identified by the MIMAH methodology. The degp study of causes of accident, probability levels
and safety systems dlows to define scenarios more redigtic than the Mgor Accident Hazards.
These Reference Accident Scenarios (RAS) represent the real hazardous potentia of the equipment,
taking into account the safety systems (including safety management system).

The Reference Accident Scenarios have then to be modelled to obtain the severity mapping, which
has to be compared with the vulner ability mapping of the surroundings of the plant.

The aspects of management, severity and vulnerability are dedlt with in other parts of the ARAMIS
project. In addition to the identification of Reference Accident Scenarios, they conditute the risk
assessment methodology called ARAMIS.

Thisreport is mainly devoted to the explanation of MIMAH and MIRAS contributions to
the ARAMIS project. By means of the different steps described, the reader will be able to
define, for a given process plant, the Reference Accident Scenarios which have to be taken
into account.

A Glossary of the main termsused in thisreport is presented in appendix 1
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2. Methodology for theidentification of major accident hazards
(MIMAH - Construction of bowtieswithout safety barriers)

2.1 Introduction (the bow-tie approach)

MIMAH means "Methodology for the Identification of Mgor Accident Hazard". The objective of
MIMAH is to identify al the potentid magor accident scenarios which can occur in a process
indugtry.

The main tool on which the MIMAH methodology is based is the bow-tie (Figure 1). Thistool will
be largely developed in the different steps of the methodology.

.

\
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Fault tree Event tree

Figure 1. General scheme of the bow-tie

A bow-tie is centred on a critical event. A Critical Event is generdly defined as a Loss of
Containment (LOC) or aLoss of Physical Integrity (LPI).

The left part of the bow tie, named fault tree, identifies the possible causes of a critica event.

The right part of the bow tie, named event tree, identifies the possible consequences of a critical
event.
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In MIMAH, 7 steps have to be followed:
Step 1. Coallect needed information
Step 2: Identify potentialy hazardous equipment in the plant
Step 3: Select relevant hazardous equipment
Step 4: For each selected equipment, associate critical events
Step 5: For each critica event, build afault tree
Step 6: For each critica event, build an event tree
Step 7: For each sdlected equipment, build the complete bow-ties

A generd overview of the gepsinvolved in MIMAH is shown in Figure 2.
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| Step 1: Collect needed information |

Step 2: Identify potentially
hazardous equipment in the plant

v

Step 3: Select relevant hazardous
equipment (= selected equipment)

Choose one . - Choose Step 5: For this CE,
> selected ™ a ;t:C?a?é Egtriégllsesg';t s one critical »  build a fault tree (or
equipment (EQ) event (CE) several)

Step 6: For this CE,
build an event tree

Is there
another
CE?

v
Step 7: For this EQ, build
all the complete bow-ties

Is there
another
equipment ?

no

yes

» END

Figure2: General overview of the MIMAH steps
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2.3 MIMAH Step 1. Collect needed infor mation

In order to identify mgor accident scenarios, many data must be collected. Thelist givenin Table 1
describes the minimum data needed to achieve MIMAH.

The user can choose to collect dl the data a the same time, or to collect data progressively when
they are needed. In Table 1, the needed data are linked to the step during which they will be used.

Table 1: Data needed for MIMAH (step by step)

Step

Description of data needed

Step 1: Collect needed information

Generd data about the plant (in order to have an overview of
the plant and of the processes)

Pant layout
Brief description of processes
Brief description of equipment and pipes

Step 2: |dentify potentidly hazardous | -

equipment in the plant

List of substances stored or handled in the plant,
associated with the list equipment concerned

Hazardous properties of the substances

Step 3: Select relevant hazardous
equipment

For each potentialy hazardous equipment:
- name of the equipment
gze (volume, dimenson)
sarvice pressure and temperature
substances handled
substance state
quantity of substance "in" the equipment (in kg for
contents or in kg/s for flows)
substance hazardous properties (risk phrases, hazard
classfication)
substance boiling temperature

For this step, PFD should be useful (especidly for flow rates
through equipment)

Step 4: For each selected
equipment, associate critica events

No additiond data

Step 5: For each criticd event, built
afault tree

This step requires a review of possible causes of
accidents. Strictly speaking, no additional data is
required, but a meeting with industrialists concerned
could be fruitful. It could be necessary to use risk
assessment methods during this step.

Step 6: For each critica event, built
an event tree

No additional data
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Step Description of data needed
Step 7: For each selected No additiona data
equipment, build the complete bow-
ties

If avalable, results from previous risk andyss or the safety report required by the Seveso I
Directive could be a good source of information and should be asked for.

2.4 MIMAH Step 2: Identify potentially hazar dous equipment in the plant
2.4.1 INTRODUCTION

On the basis of information collected (see paragraph 2.3), a list of the hazardous substances
present in the plant must be drawn up (paragraph 2.4.2). In asecond step, it is hecessary to draw
up a list of equipment containing these substances, and to specify in which physical state the
substance can be found in the equipment (paragraph 2.4.3). A threefold typology (hazardous
substances, physicd state, equipment) is thus used.

2.4.2 DRAW UPA LIST OF HAZARDOUS SUBSTANCESPRESENT IN THE PLANT

All the hazardous substances having one or severd risk phrases mentioned in the typology of
hazardous substances (Table 2) should be considered.

In Table 2, the hazardous properties of substances are classified in categories according to the
SEVESO Il Directive (96/82/EC) and, for each category, risk phrases are associated (namely as
defined in the 67/548/EC Directive, see dso remarks under the table).

Table 2: Typology of hazar dous substances

Category Risk phrases
Vey toxic R26 Very toxic by inhdation
R100® | Emit very toxic vapours when it is on fire &
Toxic R23 Toxic by inhdation
R101® | Emit toxic vapours when it is on fire &
Oxidisng R7 May cause fire (organic peroxides)
R8 Contact with combustible materid may cause fire
R9 Explosve when mixed with combugtible materid
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Category Risk phrases
Explosive R1 Explosive when dry. &)
R2 Risk of exploson by shock, friction, fire or other sources of
ignition
R3 Extreme risk of exploson by shock, friction, fire or other sources
of ignition
R4 Forms very sengitive explosive metalic compounds®

R5 Hesting may cause an explosion. *)

R6 Explosive with or without contact with air. *)

R16 | Explosive when mixed with oxidising substances. *
R19 | May form explosive peroxides. *)

R44 | Risk of exploson if heated under confinement. &
R102® | Pyrotechnic substance

Hammable R10 Hammable
R18 | Inuse may form flammablelexplosive vapour-air mixture, *)
Highly flammeble R10 Flammable (in particular conditions of temperature and pressure)

®

R11 Highly flammeble

R17 Spontaneoudy flammablein ar

R30 | Can become highly flanmablein use. *)

Extremdly flanmable  |R10 | Flammable (T > Tg) @
R11 |Highly flammable (T > Tg,) @
R12 Extremdy flanmable

Reect violently with R14 Reects violently with water

water R15 | Contact with water liberates extremely flanmable gases

R29 Contact with water liberatestoxic gas

R14/15 | Reacts violently with water, liberating extremedy flammable gases
Contact with water liberates toxic, extremely flammable gas

R15/29
Reect violently with R1039 | Contact with an other substance liberates toxic gas*’
another substance R104® | Contact with an other substance liberates very toxic gas*’

R105%® | Contact with an other substance liberates flammable gas *
R106® | In case of contact with an other substance, can explode )
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Category Risk phrases
Dangerousfor the R50 | Vey toxicto aguatic organisms.
environment (aguiatic (96h CL50 (fish) £ 1 mg/l
environmen) or 48h CE50 (daphnia) £ 1 mg!
or 72 h CL50 (algae) £ 1 mg/l)

R51 Toxic to aquatic organisms (96h CL50 (fish):

Img/l < CL50 £ 10 mg/l
or 48h CE50 (daphnia): 1mg/l < CE50 £ 10 mg/l
or 72 h CL50 (dgae): 1mg/l < CI50 £ 10 mg/l).

Dangerous for the R54 | Toxicto flora &

environment (non- R55 | Toxic to fauna &

aqudtic environment) | psg | Toxic to soil organisms. *)

R57 | Toxicto bees. *)

R59 | Dangerous for the ozone layer. *)

@ In order to take into account the definition of "highly flammable substance’ in the SEVESO |
Directive reaing to substances which have a flash point lower than 55 °C and which remain liquid
under pressure, where particular processing conditions, such as high pressure or high temperature,
may create mgjor-accident hazards, the flammable substances in particular conditions of temperature
and pressure with the risk phrase R10 are congdered as highly flammable substances (risk phrase
R11) asinthe SEVESO Il Directive.

@ In order to take into account the definition of extremely flammable substance in the SEVESO |
Directive relating to liquid substances and preparations maintained at a temperature above ther
boiling paint, the flammable substances with the risk phrase R10 and the highly flammable substances
with the risk phrase R11 a a temperature superior at boiling point are consdered as extremely
flammable substances (risk phrase R12) asin the SEVESO |l Directive.

®) Some risk phrases do not have an "officid" number. For their easy handling, numbers were
added. They are easily recognisable by their number higher than 100.

&) The star indicates risk phrases not retained in the Seveso Il Directive, but which have to be
consdered in this method.

2.4.3 DRAW UPTHE LIST OF EQUIPMENT IN WHICH HAZARDOUS SUBSTANCES CAN BE FOUND

To divide roughly astein severd parts, the notion of unit isintroduced. The unit is defined as a part
of an establishment forming a logica set, geographicaly separated from the other parts of the
establishment (for example by awall of an open space). Four kinds of units are defined:

Storage unit: unit used for the storage of raw materids, intermediate goods, manufactured
products or waste products.
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(Un)loading unit: unit used for inlet and outlet of substances in the establishment, involving
transport equipment.

Pipes networ ks: piping linking different units are consdered as "pipes networks' (for example a
pipe linking an unloading unit and a storage unit, or linking a sorage unit and a process unit), as
well as pipesfeeding the flare.

Process unit: unit used for the processing of substances or for the production of energy used in
the establishment.

For each identified hazardous substance and each unit of the plant, it is hecessary to draw up a list
of equipment which may contain these substances (eventudly substances which may be
generated in this equipment). The equipment must be classified according the typology of equipment
definedin Table 3. Inthistable, 16 types of equipment have been defined .

It is ds0 necessary to define in which physical state the substance can be found in the equipment
(solid, liquid, two-phase, gas/vapour).

Table 3: Typology of equipment

N’ Type of equipment Definition

Storage units

EQ1 | Masssolid storage Storage of solid substances in the form of powder or pdllets.
These substances may be stored in bulk or in silos (solid
products storage in form of "small" bags are not taken into

account here).
EQ2 | Storage of solidinsmal | Low capacity storage of solid in bags and in storage tanks with
packages individud volume amdler than @1 mé.
EQ3 | Storage of fluid in amdl Low capacity storage of fluid as carboys, drumsand dl
packages dorage tanks with individua volumeis smaler than @1 mg.
EQ4 | Pressure storage Storage tanks working at ambient temperature and a a

pressure above 1 bar (pressure exerted by the substance,
eventualy with an inert gas). The substance stored can be a
liquefied gas under pressure (two phase equilibrium) or agas
under pressure (one phase).

EQ5 | Padded storage Storage tanks working at ambient temperature and a a
pressure above 1 bar (the pressure is exerted by a pad of inert
gas) and containing a substance in aliquid Sate.

EQ6 | Atmospheric Sorage Storage tanks working at ambient temperature and pressure
and containing asubgstance in aliquid Sate.
EQ7 | Cryogenic storage Storage tanks working at atmaospheric pressure or a alower

pressure and at alow temperature. The substance storedisa
refrigerated liquefied gas.
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N’ Type of equipment Definition
(Un)loading units
EQ8 | Pressure transport Trangport equipment working at ambient temperature and a a
equipment pressure above 1 bar (pressure exerted by the substance,
eventually with an inert gas). The substance stored can be a
liquefied gas under pressure (two phase equilibrium) or agas
under pressure (one phase).
EQ9 | Atmospheric transport Trangport equipment working a ambient temperature and
equipment pressure and containing a substance in aliquid Sate.
Pipes networks
EQ10 | Fipe Fiping linking different units of the plant are congdered as
"pipe" (for example a pipe linking an unloading unit and a
storage unit, or linking a storage unit and a process unit), as
well as pipes feeding the flare.
Piping indde aunit (for example ingde a sorage farm, or
between two process equipment of the same process unit) are
not consdered as"pipe’. They areintegrd part of the
equipment to which they are linked.
Process units

EQ11 | Intermediate storage Storage equipment which can be found insde a process unit,
equipment integrated into | as a mass solid storage, a pressure storage, a padded storage,
the process an atmospheric storage, a cryogenic storage.

EQ12 | Equipment involving Equipment in which achemical reaction occurs, for example a
chemicd reections reactor.

EQ13 | Equipment devoted to the | Equipment in which aphysical or chemica separation occurs,
physicd or chemica for example a ditillation column, an asorption column, a
separation of substances | liquid — liquid extraction equipment, a centrifuge, afilter, a

Separator, adryer, aseve, aclassfier, etc

EQ14 | Equipment designed for | Equipment providing energy, for example furnaces, boilers,
energy production and direct-fired heated exchangers
upply

EQ15 | Packaging equipment Equipment dedicated to the packaging of materid. Packages

are not included here, but only the packaging system

EQ16 | Other fadilities Equipment not classified among the previous categories, for

example pumps, heat exchangers, compressors, gas expansion
facility, mixers, blenders, etc
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2.4.4 CONCLUSON FOR THE IDENTIFICATION OF POTENTIALLY HAZARDOUS EQUIPMENT

Asresult of this step, a table should be obtained with the following columns:
Name of the substance
Hazardous properties of the substance (Risk phrases)
Name of the equipment in which the substance can be found
Type of the concerned equipment
State of the substance in the concerned equipment

Thistable congtitutesthe list of potentially hazar dous equipment identified on the plant.

Remark:

Some equipment could be considered as hazardous one because they are likely to cause a domino
effect but do not contain an hazardous substance (for example a boiler which can generate missilesin
case of exploson but which only contains water). These equipment are not considered as
potentially hazardous in this methodology. They will be taken into account in the fault tree when
the possible causes of accident on neighbouring equipment will be examined.

2.5 MIMAH Step 3: Select relevant hazar dous equipment
The principle for the selection of rdevant hazardous equipment is the following:

An equipment containing hazardous substances will be selected as relevant
hazardous equipment if the quantity of hazardous substance in this equipment is
higher or equal to a threshold—quantity.

The threshold depends on the hazardous properties of the substance, its physica state, its possibility
of vaporisation and eventudly its location with respect to another hazardous equipment in case of
possible domino effects.

The method for the selection of relevant hazardous equipment is described in the appendix 2.

The result of this step is the sdlection of relevant hazardous equipment with a mass of
hazardous substance higher or equal to a mass threshold. These selected equipment will be studied
in the following steps of the MIMAH methodology.

The method must not be applied blindly. If an equipment can be dangerous by the presence of an
hazardous substance and by the operating conditions inside the equipment, it can be sdected as a
relevant hazardous equipment and studied according the MIMAH methodol ogy.
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2.6 MIMAH Step 4. For each selected equipment, associate critical

events

2.6.1 DEFINITION OF THE CRITICAL EVENTS

The centre of abowtieisthe critical event. The Critical Event is generdly defined as a L oss of
Containment (LOC). This definition is quite accurate for fluids, as they usudly behave dangeroudy
after release. For solids and more especialy for mass solid storage, we would rather use L oss of
Physical Integrity (LPI), conddered as a change of chemicd and/or physcd dae of the
substances.

MIMAH condders 12 different critical events which are defined in Table 4.

Table4: Lig of critical events

Critical events

Definition

CEl

Decomposition

This criticd event concens only solid substances. It
corresponds to a change of chemica state of the substance (Loss
of Physica Integrity, LPI) by action of a energy/heat source or by
reaction with a chemicd substance (incompatible reagent). The
decomposition of the substance leads, as secondary and tertiary
critical events, to an emission of toxic products or to a delayed
explosion of flammable gas formed (reaction not spontaneous but
can be vident). This criticd event concerns only mass solid
storage

CE2

Explosion

This criticd event concerns only explosive solid substances with
"explosve" risk phrases (eg. R2, R3, R6 ...). It corresponds to a
change of physica date of the substance (LP1) by action of an
energy/heat source or by action of a chemicd source
(incompeatible reagent). This change of state implies a combustion
of asolid with overpressure generation (or an explosion) dueto a
violent and spontaneous reaction.

This critical event concerns only mass solid storage. In case of
substance stored in a closed vessdl, an explosion (or an explosive
decomposition of solid) is consdered as an internd cause of
overpressure leading to a loss of contanment (for example
catastrophic rupture or breach on the shell). In this case, the loss
of containment isthe critical event considered in the bow-tie,

CE3

Materids set in motion
(entrainment by air)

This critica event is reserved for a potentialy mobile solid, to &
fragmented solid (powder, dust,..) exposed to the ambience (e.g.
fragmented solid in an open storage or in conveyor belts) and
occurs due to the presence of an ar vector (eg. too high
ventilation,...)

15 July 2004



Deliverable D.1.C.

. - EVG1 - CT — 2001 — 00036 WP 1
ARAMIS
N e Delvosalle — Fiévez - Pipart
Critical events Definition

CE4

Materids set in motion
(entrainment by aliquid)

This criticdl event is reserved for a potentidly mobile solid
exposed to the ambience (eg. fragmented solid in an open
storage or in conveyor belts) and occurs due to the presence of a
liquid vector (eg. flooding, liquid escgping from an other
equipment,...)

CE5

Start of fire (LPI)

This critica event corresponds to the specific reaction between an
oxidisng substance and a flammable or combustible substance or
to the autonomous decompostion of an organic peroxide leading
to afire. This critica event concerns only substances having arisk
phrase describing aloss of physical integrity leading to a fire.
These risk phrases are R7, "May cause fire (organic peroxides)”;
RS, "Contact with combusgtible materids may cause fire" excluding
any other risk phrase. This event can dso be associated with
pyrotechnic substances.

CE6

Breach onthe shdl in
vapour phase

This criticd event is a hole with a given diameter on the shdl in
vapour phase (above the liquid levd if aliquid phase exigts) of an
equipment, leading to a continuous release. This hole can be due
to a mechanica dress due to externd or interna causes, to a
deterioration of mechanica properties of the Structure,...

This criticd event includes aso a breach on an equipment where a
solid materid isin suspensonin ar or in gas.

CE7

Breach onthe shel in
liquid phase

This criticd event is a hole with a given diameter on the shdl in
liquid phase (under the liquid level) of an equipment, leading to &
continuous release. This hole can be due to a mechanica dress
dueto externd or interna causes, to a deterioration of mechanical
properties of the structure,...

CE8

Leek from liquid pipe

This critical event is a hole with a diameter corresponding to g
given percentage of the nominad diameter of the pipe. It can dso
be a lesk from a functionad opening on the pipe: flanged joints,
pump sedls, valves, plugs, sedls,... This lesk occurs on a pipe
carrying aliquid substance.

CE9

Leak from gas pipe

This critical event is a hole with a diameter corresponding to &
given percentage of the nominad diameter of the pipe. It can dso
be a lesk from a functionad opening on the pipe: flanged joints,
pump sedls, valves, plugs, sedls,... This lesk occurs on a pipe
carrying a gaseous substance.

This critical event includes aso a leak on an equipment where a
solid materid isin sugpengonin ar or in gas.

16 July 2004



. - EVG1 - CT - 2001 — 00036

ARAMIS

Deliverable D.1.C.
WP 1
FPMs — MRRC
Delvosalle — Fiévez - Pipart

Critical events

Definition

CE10 | Catastrophic rupture

A catadrophic rupture is the complete fallure of the equipment
leading to the complete and indtantaneous release of the
substance.

A BLEVE is also a catastrophic rupture in particular
operating conditions.

Depending on the circumstances, the catastrophic rupture can
lead to overpressure generation and missiles gection.

CE11 | Vess collgpse

A vesH collgpse is the complete failure of the equipment leading
to the complete and instantaneous release of the substance. It is
due to adecrease of theinternal pressure in the vessd leading
to the collgpse of the vessd under the effect of atmospheric
pressure.

The vessdl collapse does not lead to overpressure generation nor
missiles gection.

CE12 | Collapse of the roof

The collgpse of the roof may be due to a decrease of the interna
pressurein the vessdl leading to the collapse of the mobile roof
under the effect of atmospheric pressure.

The collgpse of the roof is specidly consdered for atmospheric
storage.

For CES6, 7, 8 and 9, concerning breaches and leaks, it will be seen later (see paragraph 2.7.3) that
three szes of breach / lesk will be defined: large, medium and smdl. It is then important to give
figures for these szes. ARAMIS proposes to condder, by default, Szes for which generic
frequencies of critical event can be found in the literature. Proposed values are detailed in Table 5.

Table5: Valuesfor the size of breaches and leaks

Sizeof breach / CE6 and 7: Breaches CE8and 9: Leaks
leak Diameter of the breach Diameter of the leak
Large 100 mm diameter Full bore rupture
Medium 35 to 50 mm diameter 22 t0 44 % of the pipe diameter
Or diameter of thefitting
Smdl 10 mm diameter 10 % of the pipe diameter

2.6.2 ASSOCIATION OF CRITICAL EVENTSTO RELEVANT HAZARDOUS EQUIPMENT

Appendix 3 gives the description of the method used to associae criticd events and relevant

hazardous equipment.

In brief, it should be noted that 2 matrices are used:
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1 matrix crossing the type of equipment and the 12 potentias critical events

1 matrix crossing the physca date of the substance consdered and the 12 potentids critical
events

As explained in gopendix 3, these matrices dlow, for each rdevant hazardous equipment, to
determine which critica events must be retained.

The result of this step isthus, for each hazardous equipment selected, to associate a list of
critical events.

2.7 MIMAH Step 5: For each critical event, build afault tree
2.7.1 STRUCTURE OF THE FAULT TREE

The generd gructure of the fault treeisshown in Figure 3. The fault trees were limited to five levels
linked by AND or OR gates according to the following logical sequence :

Combination of Undesirable events (UE) lead to Detailed direct causes (DDC) which,
when combined, lead to Direct causes (DC) which cause Necessary and sufficient
conditions (NSC) provoking the Critical event (CE).

Figure 3: Structure of thefault tree

The events which condtitute the fault tree, from the left to the right, are explained below:

The Undesirable Events designate the degpest level of causes in the fault trees. The UE are,
mogt of the time, generic events which concern the organisation or the human behaviour, which
can dways be ultimately consdered as a cause of the critical event.
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The Detailed Direct Causes are either the events that can provoke the direct causes or, when
the labelling of the direct cause is too generic, the detailed direct cause provides a precison on
the exact nature of the direct cause.

The Direct Causes are the immediate causes of the Necessary and Sufficient Causes (NSC).
For agiven NSC, the list of direct causes tends to be as most complete as possible.

The Necessary and Sufficient Causes designate the immediate causes that can provoke a
critica event. For agiven criticd event, the list of NSC is supposed to be exhaugtive. This means
that the critical event will occur if at least one of the NSC is fulfilled.

2.7.2 METHOD OF CONSTRUCTION OF THE FAULT TREE

MIMAH proposes 14 generic fault tree (seelist in Table 6). This paragraph intends to give some
information to the reader about the way the fault trees were built.

The fault trees were built following a deductive sequence, i.e. from the critical event to the
undesirable event. For each event in the treg, a any levd, the procedure involves the identification of
its potentid immediate causes taking into account the functions or eements usudly present in the
system or its surroundings.

The first sep led to the identification of necessary and/or sufficient causes of the critica event.
Only technical aspects were consdered at this stage. For example, the immediate conditions for
therma decomposition to occur is tha a theema sendtive materid is used and that it is put in
presence of some heat source.

The second step involves the identification of the causes that could lead to the NSCs. These are
cdled direct causes. Agan a technica gpproach of the phenomena is used. The labdling of the
direct causes is very generic. The causes consdered at this level are, for most of them, the causes
usually considered in the accident databases. Direct causes such as erosion, corrosion, overpressure
are considered here.

In the next leve cdled detailed direct causes, the immediate causes of the direct causes are
detailled. For example, & this level the causes of corroson are considered. They can involve the
environment which can be corrosive and/or the materia condtitutive of the equipment which can
present a poor resistance to corrosion.

Inthe last level it was tried to propose as much as possible very generic causes making the link with
human behaviour and organisationd aspects. Human error is a potential cause for avery large variety
of events. The human error is never adirect cause of arupture but rather of its direct causes or even
detailed direct causes. For example a human error can be a the origin of an overfilling leading to an
overpressure which creates too large a stress on the structure which bresks. For these reasons we
have tried to make human error gppear only in the last level (undesirable event) and to reserve the
previous levels to the technical consequences of human error.
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Human error can happen a different steps of the plant’s life cycle : conception, manufacturing,
building, maintaining, operating. Human error can aso take different aspects : unconscious error,
disobedience to rules or procedures, malicious intervention.

2.7.3 GENERICFAULT TREES

MIMAH proposes 14 generic fault trees. They can be found in detalls in gopendix 4. Table 6
presents which fault tree is associated with which critical event.

Table6: List of generic fault treefor each critical event

Nr CE Critical event Genericfault tree (FT)

CE1 |Decompostion FT Chemica decomposition
FT Decomposition tied to a punctud ignition source
FT Therma decomposition

CE2 |Exploson FT Explosion of an explosve maerid
FT Exploson (violent reaction)
CE3 |Materids st in motion FT Materids set in motion (entranment by air)
(entrainment by air)

CE4 |Materids st in motion FT Materids st in motion (entrainment by aliquid)
(entrainment by aliquid)

CE5 |Satof fire(LP) FT Sart of fire (Loss of Physical Integrity)
CE6 |Breachontheshdlin FT Large breach on shdl or lesk from pipe
vapour phase FT Medium breach on shdl or leak from pipe

FT Small breach on shell or legk from pipe

CE7 |Breachontheshdlin FT Large breach on shell or leak from pipe
liquid phase FT Medium breach on shell or lesk from pipe
FT Smdl breach on shell or lesk from pipe

CE8 |Lesk fromliquid pipe FT Large breach on shell or lesk from pipe
FT Medium breach on shell or leak from pipe
FT Smdl breach on shell or lesk from pipe

CE9 |Lesk from gaspipe FT Large breach on shell or leak from pipe
FT Medium breach on shdl or lesk from pipe
FT Smdl breach on shell or lesk from pipe

CE10 | Catastrophic rupture FT Catastrophic rupture
CE1l |VessH collgpse FT VessH collgpse
CE12 | Collgpse of the roof FT Collgpse of the roof
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Remarks:

Some critica events have severa possible fault trees.

For the CE1 (Decompostion): the 3 fault trees must be built separately. However, the event
tree will be the same for the 3 fault trees.

For the CE2 (Explosion): the 2 fault trees must be built separately. However, the event tree will
be the same for the 2 fault trees.

For the CES6, 7, 8 and 9 (Breaches and Leaks), the 3 fault trees must be built separately. The
generic event trees are the same for CE6 and CE9 (release in gaseous phase) and for CE7 and
CES8 (rleasein liquid phase), but must also be studied separately because the consequences of a
smal, medium or large breach or lesk will not be identical.

2.7.4 FAULT TREESASSOCIATED TO IDENTIFIED CRITICAL EVENTS

The objective of the fifth step is, for each critical event associated with a selected
equipment, to built afault tree. With the help of Table 6, the reader can choose which fault tree
must be considered according to the critical event studied. If severa fault trees are mentioned for a
single critica event, each fault tree must be taken into account.

The generic fault trees can (and should) be modified in order to be adapted to the actual
characteristics of the equipment studied. For the application of the MIMAH methodology, the
generic fault trees must not be used blindly but they should be used as checklists and as support for
further discussons. Indeed, these fault trees must be adapted for a given equipment. They can be
modified according to the design, the operating conditions, the actua externd conditions of the
equipment. According to these conditions, some causes of fault tree may be removed or added and
an agreement may be obtained on some causes.

Moreover, even if the list of direct causes and necessary and sufficient causes is, as a whole,
exhaudtive, it is not necessarily the case for the list of detailed direct causes or undesirable events due
to the large variety of existing equipment design and of operating conditions. So, some other
causes, like "loss of utility", " Reverse flow", or causes more specific to process or to
equipment can be added in some cases.

It isaso possble to built severd fault trees for a same critical event according to the life phase of the
equipment (during start-up, maintenance, shut-down,...) because the causes can be different than the
ones in operating phase. Some causes can be removed or added. Moreover, some safety barriers
will be maybe not presented or activated during these phases or there are more manua operating
procedures than in operating phase, which can be more automated.

Findly, the generic fault trees are not in opposition with other methods of risk andyses (like HAZOP
or other systematic methods to identify the causes of an accident). Besides, the HAZOP method
seems a complementary method to the proposed generic fault trees in order to identify same possible
causes, epecidly for process equipment (like reactor, didtillation column, unit of process). It isdso
possible to use therisk analyss dready made on the site.
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In brief, thereader should make the following actions:

for each critica event, consider one or more generic fault treg(s) according to the information
givenin Table 6;

each generic fault tree should be consdered as a check list of possble causes and could be
modified (add or remove causes) to become adapted to actua characterigtics of the equipment;

if other risk assessment methods give additional causes, these have to be included in the fault
tree.

2.8 MIMAH Step 6: For each critical event, build an event tree
2.8.1 STRUCTURE OF THE EVENT TREE

The right part of the bow tie, named event tree, identifies the possible consequences of a critical
event. The structure of the event treeis shown in Figure 4.

o
—

| DP||ME

TCE} DP|*ME|

Figure4: Structure of the event tree

The Critical Event CE, such as a pipe failure, leads to Secondary Critical Events SCE (for
example apool formation, ajet, acloud, ...), thento Tertiary Critical Events TCE (for examplea
pool ignited, a pool disperson, a jet ignited,...) which leads to Dangerous Phenomena DP .
(Thirteen DP are defined in the methodology : Pooalfire, Tankfire, Jetfire, VCE, Haghfire, Toxic
cloud, Fire, Missles gection, Overpressure generation, Firebal, Environmenta damage, Dust
explosion, Boilover and resulting poalfire).

Major Events (ME) are defined as the sgnificant effects from the identified Dangerous Phenomena

on targets (human beings, dStructure, environment,...). The possble sgnificant effects are the
following ones.

v Thermd radiation v Missles
v Overpressure v Toxic effects (on the humans or
on the environment)
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2.8.2 METHOD OF CONSTRUCTION OF THE EVENT TREE

The method for the congtruction of event trees is fully explained in gopendix 5. For each critica
event studied, an event tree is build with an automatic method based on matrices. The data needed
arethe critical event consdered, the physica state and the hazardous properties of the substance.

For the critical events for which severd fault trees have been generated (see Table 6), only one event
tree will be built per critical event.

A schemdtic overview of the method for the building of the event treesis shown in Figure 5.

It should dso be noted that an excd file is available on the ARAMIS web gte, including a program
which dlows to automatically generate the event trees.

DATA MATRIX RESULTS

| LisofCE |

List of SCE
Event tree till SCE

v .
List of TCE
| Marix SCETCE  |—»

A
Substance physical - y
e STAr | [PL_Marix CESCE_|—»

Event treetill TCE
|

y List of DP

|  MarixTCEDP | —»

v
Selection rules of DP
according to the hazardous —>| Final event tree

properties

Event treetill DP
|

Substance hazardous -
properties

Figure5: Summary of the stepsfollowed for the construction of the event trees

2.8.3 REMARKS

The events trees obtained can be modified if some events are not possble for the given
equipment and for the actud externd/internd conditions. For example, a jetfire is not redidtic if
the pressure insde the equipment is very near the atmospheric pressure.

AND and OR gates are implicitly present in event trees but are not drawn at thisstage. This will
be explained in paragraph 3.11.2, page 44.
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29 MIMAH Step 7. For each selected equipment, build the complete
bow-ties

The MIMAH methodology ends with the congtruction of complete bow-ties for each selected
equipment. Each bow-tie is obtained by the association of a critica event, its corresponding fault
tree on the left and its corresponding event tree on the right, according to the scheme of a bow-tie
shownin Figure 1, page 6.

For each sdected equipment, the number of bow-ties is equa to the number of fault trees
developed. This number can be higher than the number of critical events because, for some critica
events, more than one fault tree has to be built.

These bow-ties, result of the whole MIMAH method, are major accident scenarios,
assuming that no safety systems (including safety management systems) are installed or
that they are ineffective. They are the basis for the application of the MIRAS
methodology.
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3. Methodology for the identification of reference accident
scenarios (MIRAS - Construction of bowties with the safety
barriers)

3.1 Introduction (objectives and main steps of MIRAS)

The objective of MIRAS isto choose Refer ence Accident Scenarios among the Mgor Accident
Hazards identified with MIMAH. The Reference Scenarios will be those which have to be moddlled
in order to caculae the Severity, which in turn will be compared with the vulnerability of the
surroundings of the plant.

MIRAS will take into account:

the safety sysemsingalled on and around the equipment
the safety management system

the frequency of occurrence of the accident

the possible consequences of the accident

MIRAS will follow 8 steps. The whole development has to be performed for each bow-tie built with
MIMAH. The succession of the sepsis shown in Figure 6

Step 1: Collect needed data
Step 2: Make a choice between step 3 or step 4
Step 3: Cdculate the frequency of the critical event by means of the andlysis of the fault tree
o0 Step 3 A: Edimate initiating events frequencies (or probabilities)
0 Step 3.B: Identify safety functions and safety barriers on the fault tree
0 Step 3.C: Assessment of the performances of safety barriers
0 Step 3.D: Cdculate the frequency of the critical event

or Step 4: Edimate the frequency of the criticd event by means of generic criticd events
frequencies

Step 5: Caculate the frequencies of Dangerous Phenomena
Step 6: Egtimate the class of consequences of Dangerous Phenomena
Step 7: Use the risk matrix to select Reference Accident Scenarios

Step 8: Prepare information for the calculation of the Severity
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Step 1: Collect needed data

Step 2

Step 4: Estimate the
frequency of the critical
event by means of generic
critical events frequencies

N
L

step 3OR step 4

: Choose

Step 3: Calculate the
frequency of the critical
event by means of the
analysis of the fault tree

<
]

\ 4

Step 3.A: Estimate initiating
events frequencies (or
probabilities)

v

Step 3.B: Identify safety
functions and safety barriers
on the fault tree

y

Step 3.C: Assessment of the
performances of safety
barriers

v

Step 3.D: Calculate the
frequency of the critical event

A 4

Step 5: Calculate
Dangerous

the frequencies of
Phenomena

\ 4

Step 6. Estimate the class of
consequences of Dangerous Phenomena

\ 4

Step 7: Use the ri

Reference Accident Scenarios

sk matrix to select

A

y

Step 8: Prepare i

calculation of the Severity

nformation for the

Figure 6: General overview of the steps of MIRAS (stepsto be applied for each bow-tie
built with MIMAH)
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3.2 General overview of MIRAS

The objective of MIRAS is to obtain, for a given plant, Reference Accident Scenarios (RAS) which
will be moddled to compute the Severity characterising the plant. The RAS will be chosen on the
basis of a risk matrix crossing the level of consequences of the Dangerous Phenomena and their
frequency per year. According to its postion in the matrix, each Dangerous Phenomenon will be
retained or not asaRAS.

To achieve thisgod, itsis necessary, for each bow-tie built with MIMAH, to:
obtain the frequency per year of the critica event, either by an andysis of the fault tree or by
using generic critical events frequencies,
classfy the possible consequences of the Dangerous Phenomena identified in the event tree;

take into account the safety systems, the safety management and their effects, in terms of
frequencies of accidents and also in terms of level of consequence;

develop the event tree built with MIMAH to take into account the safety systems and the
"transmisson” probabilities (e.g. the probabilities of ignition).

This god will be reached by means of the 8 steps presented in paragraph 3.1 and discussed below.

3.3 MIRAS Step 1: Coallect needed data

Additiona datawill be required dl dong the MIRAS steps. The ligt of information needed isgiven in
Table7.

Needed data are linked with the step during which they will be used. The reader can choose to
collect dl the data at the same time, or to collect data progressively when they are needed.

Table 7: Data needed for the MIRAS part

Step Description of data needed
Step 1: Collect needed data See below
Step 2: Make a choice between step | No additiond data
3orsep4
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Step

Description of data needed

Step 3. Cdculate the frequency of
the critical event by means of the
andyds of thefault tree

A meeting with indugtridists concerned could be fruitful to
achieve this step.

Fault trees built during the MIMAH part

Initiating events frequencies/ probabilities

SAfety barriers on the fault tree Sde; to be identified on
the basis of the check lists of gppendix 8, with the help of
Process Insrumentation Diagrams, with the results of risk
assessment previoudy performed (like HAZOP)
Information for the evauation of performance of safety
barriers. architecture of the barriers, probability of falure
on demand, response time, etc

Step 4: Edimate the frequency of the
critica event by means of generic
critical events frequencies

No additional data

Step 5: Cdculate the frequencies of
Dangerous Phenomena

A mesting with industridists concerned could be fruitful to
achieve this sep.

Event trees built during the MIMAH part

Ignition probabilities

Safety barriers on the event tree side; to be identified on
the basis of the check lists of gppendix 8, with the help of
Process Indrumentation Diagrams, with the results of risk
assessment previoudy performed (like HAZOP)
Information for the evauation of performance of safety
barriers: architecture of the barriers, probability of failure
on demand, response time, etc

Step 6: Edimate the class of
conseguences of Dangerous
Phenomena

No additional data

Step 7: Use the risk matrix to

No additional data

choose Reference Accident

Scenarios

Step 8: Prepare information for the Characterigtics of equipment for which one (or severd)
cdculation of the Severity Reference Accident Scenarios has been retained (for

example dimensions of the vessd, size of the bund, ...
see the completelist in paragraph 3.14)

Wind rose and meteorologica conditions

Description of the site surroundings (populated area
including schools, hospitds, ...)
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3.4 MIRAS Step 2: Make a choice between step 3 or step 4

Step 3 and step 4 have the same god: estimate the frequency per year of the criticd event for the
considered bow-tie.

The frequency of the critical event can be obtained in two ways.

1. Thefirg choiceisto make a complete andyss of the fault tree, garting from the frequencies (or
probabilities) of the initiating events and taking into account the influence of safety barriers in
order to caculate the frequency of the critica event. Thisway is presented in step 3.

2. Thedternative way isto estimate directly the frequency of the critical event with the help of data
givenin gopendix 10. Thisway is presented in step 4.

The firg way should be preferred if the data are available. Even if this method is more time-
consuming, it dlows to take into account the safety systems related to the prevention of critica
events (those located on the left-sde part of the bow-tie). With the second way, the qudity of the
prevention is no more considered, but the time required for the andysisis shorter.

The reader has then to make a choice between step 3 (paragraphs 3.5 to 3.9) or step 4 (paragraph
3.10).

3.5 MIRAS Step 3: Calculate the frequency of the critical event by means
of the analysis of the fault tree

If the reader chooses this way, he has to follow 4 steps. Firtly, the frequencies (or probabilities) of
the initiating events (left-end of the fault tree) must be assessed.  Secondly, safety barriers influencing
the events in the fault tree will be identified. Thirdly, the performance of these safety barriers will be
asessed. And findly, dl these parameters will be taken into account to calculate the frequency of
the critical event.

3.6 MIRAS Step 3.A: Estimate initiating events frequencies (or
probabilities)

The objective of this step is to provide frequency (probability) figures to be placed at the
beginning of the fault tree, for the bow-tie studied.

The initiating events are defined as the firgt causes upstream of each branch leading to the criticd
event in the fault tree (on the left end of the bowtie). The initiating event can thus be an undesirable
event, a detailed direct cause, etc ... according to the level of development of the fault tree. The
initiating event is the one placed the most on the | ft.
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Appendix 7 gives an overview of data avalable for the frequencies (or probabilities) of initiating
events. The reader should refer to this gppendix for precise data and explanations, but some
remarks should be brought to the fore here.

There is obvioudy a lack of data in this field. Appendix 7 tries to give an overview and a
synthesis of published data, but it appears that there is a greet discrepancy in figures found, and

in the quantity of data available for the different kind of initiating events.

When possible, it is recommended to use plant specific dataif they are available. Or, at leadt, to

try to estimate the frequencies of initiating events with the plant saff, with the help of quditative

frequencies given in Table 8. Figures estimated could then be compared with published

frequencies summarized in gppendix 7.

Table 8: Qualitative definitions of initiating events frequencies

FREQUENCY OF OCCURRENCE PER YEAR CLASS
Qualitative definition Quantitative definition | Ranking
Ver_ylowfrequency F < 10* fyear =
Unlikely to occur.
L ow frequency
The critical event (for the given cause) might happen. It has| 10* /year < F < 10° =
dready happened in smilar ingalations (once by 1000|/year :
years)
L ow frequency
The critical event (for the given cause) might happen. It has| 10° /year < F < 107 =
dready happened in similar ingtalations or on the site (once| /year ?
by 100 years)
Possible — High frequency ' |  110? wear < F < 10°
May happen. Has adready happened in the site (once during lyear Fi
10 years)
Likely —Very high f
ikely —Very hig requency | | F3 10%yenr =
Has dready happened severd timesin the site

In the fault trees, it appears that a great number of initiating events are rdated to human error. It
seems then important to draw the attention of the reader on the considerations developed in
appendix 7 on thistopic.

These frequencies will be expressed in frequency per year. Even if other units could be used, the unit
"year™ will be the more convenient for the following steps.
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Result of this step:

After this step, the estimated frequencies (year™) (or probabilities) of any initiating events have to be
indicated on the bow-tie studied.

3.7 MIRAS Step 3.B: Identify safety functions and safety barriers on the
fault tree

The objective of this sep isto identify the safety systems which have an influence on the posshility of
occurrence of the critical events. The concrete redisation of this objective is explained in paragraph
3.7.5. Before that, the concept of safety functions and safety barriers has to be introduced.
Definitions are provided and atypology of safety functions and barriersis defined.

With these tools, the reader will be able to identify the safety functions and barriers related to the
fault tree being analysed, and will be able to place these barriers a the right place in the fault tree.

A check-ligt, given in gppendix 8, helps the reader to identify the functions and barriers associated
with each type of event which can be found in the generic fault and event trees.

This gpproach has many common points with the LOPA method (Layer Of Protection Anadyss, see
reference 9).

3.7.1 DEFINITION OF A SAFETY FUNCTION

A safety function is a technical or organisational action, and not an object or a physical
system. It is an action to be achieved in order to avoid or prevent an event or to control or to limit
the occurrence of the event. This action will be redised thanks to a safety barier defined in

paragraph 3.7.3.

In the fault tree, the different possble actions of safety functions are to avoid or prevent the
occurrence of an event or to limit the size of an event or to reduce the probability of an event.

In the event tree, the different possible actions of safety functions are to avoid, prevent or reduce the
consequences of the criticd event and to mitigate its effects on the surroundings of the equipment
(individuds, neighbouring equipment and environment).

In the fault tree, the safety functions may decrease the frequency of an event, wheress in the event
tree, the safety functions may reduce the frequencies and the consequences of dangerous phenomena
and mitigate thair effects.

The sfety function isthe " what" needed to assure, increase and/or promote safety.
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3.7.2 TYPOLOGY OF SAFETY FUNCTIONS

The generic safety functions (as wdll for fault trees as for event trees) can be expressed by actions to
be achieved. Four main verbs of action are defined (with eventualy some synonyms but obvioudy
other synonyms may be used). Definitions for these four safety functions are presented in Table 9. It
should be noted that, in these definitions, an event can be each kind of event encountered in the
bow-tie (i.e. undesirable event, detailed direct cause, direct cause, necessary and sufficient cause,
critical event, secondary critica event, tertiary critica event, dangerous phenomenon, mgor event).

It should be noted that, for some functions ("to control” and “to limit"), a detection action is often
included in the globa safety function.

Table 9: Typology of safety functions

Safety Definition Example
function
To avoid To makethe event impossible In the fault tree, to avoid an impact on a
vessH

"To avoid" safety functions may only act upstream of any kind of event in such a
way this event can never occur. The event is avoided by suppressing theintrinsic
conditions which causes the event, by adding generally a passive, permanent,

physica barrier. Thiskind of safety function cannot depend on the functioning of

any other safety function.
Toprevent |To hinder, to put obstacleson the |Inthefault tree,
way of occurrence of the event To prevent the corrosion of avessd.

In the event tree,
To prevent the vaporization of a poal.
To prevent the ignition of aflamnmable
cloud.
"To prevent" safety functions may only act upstream of any kind of event in such a
way the occurrence of this event is reduced (but not absolutely avoided). This
safety function will only reduce (of one or more order of magnitude) the frequency
of an event.

To control In the fault tree, to control =to In the fault tree, to contral the overfilling of
bring back the system to a" safe" |aliquid storage.

state. In the event tree, to control the pool

In the event tree, to control =to | dispersion.

get the event under control and
return to a” safe" state.
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Safety Definition Example
function
"To control" safety functions may act upstream of an event in the fault tree (in
response to a drift which may lead to the event and/or in response to upstream
events - feedback, control loops). "To control” safety functions may also act
downstream of an event in the event tree (the event occurred but can be definitively
stopped). A part of this safety function is nearly dways a detection.
"Tolimit" Tolimit =tolimit the event in the |In thefault tree, to reduce the overpressure
or time and/or in the space, in the reactor.
"Toreduce" or to reduceits magnitude, |Inthe event tree, to reduce the liquid flow,
or or to mitigate the effects of | to reduce the concentration of the toxic
"To a danger ous phenomenon | cloud.
mitigate" on the neighbouring In the event tree, to limit the duration of a

equipment, on thehuman  |lesk, to limit liquid vaporisation.
beingsor on the
environment.

"To limit" or "to reduce’ or "to mitigate”' safety functions may act downstream of an
event. Asamatter of fact, the event must have occurred to be limited or reduced
or mitigated. It provides no control. A detection is sometimes part of the "limit"
safety function.

These limitation functions can be of three different kinds. They can am a limiting
the amount of energy or hazardous substances or, more generaly, the amplitude of
dangerous phenomena conditutive of the critical event.

3.7.3 DEFINITION OF A SAFETY BARRIER

The safety barriers can be physical and engineered systems or human actions based on
gpecific procedures or adminigtrative controls. The safety barrier directly serves the safety function.

So a safety barrier can be the action of an operator, a prevention system (layer of protection to
prevent the corrosion), an emergency control system (pressure safety valve,...), a physca system
(retention bund, wadl,...), a safety-related system (fire extinguisher,...). The engineered and physica
systems and the human actions are sometimes interchangeable and/or work together to maintain the
effectiveness of the safety function.

The safety barriers arethe " how"  to implement safety functions.
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3.7.4 TYPOLOGY OF SAFETY BARRIERS

Four main categories of safety barriers are defined in order to make easer the assessment of the
influence of safety management system on these barriers.

1.

Passive barriers: barriers dways in functioning (permanent), no need to human actions, energy
sources and information sources. Passve barriers may be physicd barriers (retention bund,
wadll,...), permanent barriers (corroson prevention systems) or inherently safe design.

Activated barriers: These barriers set up preconditions that need to be met before the action
can be carried out. So these barriers must be automated or activated manualy to work or these
barriers can be mechanicad barriers that require an activation (hardware) to achieve ther
function. Activated barriers dways require a sequence of detection - diagnosis - action. This
sequence can be performed using hardware, software and/or human actions.

Human actions: The effectiveness of these barriersis relied on the knowledge of the operator in
order to reach the purpose. Human actions are to be interpreted broadly, including observations
by al senses communication, thinking, physcd activity and aso rules guiddines, safety
principles,.... Human actions may be part of a detection - diagnosis - action sequence.

Symboalic barriers: These barriers need an interpretation by a person in order to achieve their
purpose. The typical example can be passive warnings (like keeping out of prohibited aress,
opening labelled pipes, refraining from smoking,...)

According to these 4 main categories of safety barriers, a typology of safety barriers is defined in
Table 10, based on the components (hardware, software, and human action) involved in the
sequence "detection - diagnosis - action”.

This typology will be used to quantify the influence of the safety management on the qudity of the
barriers.  The reader should then refer to the report deding with the assessment of the safety
management system for further details.

Table 10: 11 types of safety barriers

Category .
of N Barrier Examples Detect Dlagnose/ Act
: activate
barriers
w | 1 |Permanent— |Pipe/hose wall, anti- none none Hardware
> passive — corrosion paint, tank
gé MORT control [support, floating tank lid,
a viewing port in vessel
2 |Permanent — [Bund, dyke, drainage sump,none None Hardware
passive — railing, fence, blast wall,
MORT barrier |lightning conductor,
bursting disc
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Category .
of Barrier Examples Detect Dlagnose/ Act
. activate
barriers
Temporary — [Barriersround repair workjnone None Hardware
passive blind flange over open (human must
Putinplace  [Pipe, helmet/gloves/safety put themin
(and removed) [shoes/goggles, inhibitor in place)
by person mixture
Permanent — |Active corrosion none none (may |Hardware
active protection, heating/cooling need
System, ventilation, activation by
explosion venting, inerting operator for
System certain
process
phase)
Activated —  |Pressurerelief valve, hardware |hardware |Hardware
hardware on |interlock with “ hard”
demand — logic, sprinkler installation,
MORT barrier |p/t/level control
or control
Activated —  |Programmable automated |hardware |software  [Hardware
automated device, control system or
shutdown system
Activated —  |Manual shutdown or hardware |human humary
Q manual adjustment in response to remote
|"'—J Human action  [instrument reading or control
g triggered by  [@larm, evacuation donning
5 active hardwarelbr eathing apparatus or
< detection calling fire brigade on
alarm, action triggered by
remote camera, drain
valve, close/open (correct)
valve
Activated —  |Using an expert system  |hardware |[software-  |human/rem
assisted human ote control
Software
presents
diagnosisto the
operator
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Category .

of N Barrier Examples Detect Dlagnose/ Act

. activate
barriers
9 |Activated —  |Donning ppe in danger hardware |human human

O warned area, refraining from

6' Human action  [sSmoking, keeping within

@ based on white lines, opening

% passive warning [|abelled pipe, keeping out

of prohibited areas
10|Activated —  |(Correctly) follow start human human humary

procedural up/shutdown/batch process remote
Observation of [Procedure, adjust setting of control
loca conditions [hardware, warn othersto

not using act or evacuate, (un)couple

ingruments  [tanker from storage, empty
& purge line before

pd ) .

< opening, drive tanker, lay

% down water curtain

T 11|Activated —  [Response to unexpected  fhuman human humeary
emer gency emergency, improvised remote
Ad-hoc jury-rig during control
observation of  [maintenance, fight fire
derivetion
improvisation of
response

3.7.5 |DENTIFICATION OF SAFETY BARRIERSON THE FAULT TREE ANALYSED

Starting from the fault tree built with MIMAH, the objective is to obtain a fault tree on which
safety barriersareplaced at the right place.

To achievethisgod, it is proposed to review sysematicdly the fault tree,

Each event of a tree, branch per branch, must be examined and the following question should be
asked: "Is there a safety barrier which avoids, prevents or controls this event 7', If yes, this safety
barrier must be placed on the branch. The barrier will be placed upstream of an event if it avoids or
prevents thisevent. If it controlsthis event, it has to be placed downstream.

This identification can (should) be made with the indudridists (operators, safety officers, ...), with
the help of "process and ingrumentation diagrams' and "flow diagrams’ or with any other existing
documentation.
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The barriers identified must be classified according the typology shown in Table 10, in order to be
able later to take into account the qudity of the safety management (“operationa” level of confidence,

see paragraph 3.8.2).

A complete example is shown in gppendix 15. A shorter one (not on a full fault tree) is shown in
Figure 7. It should be noted that, to smplify the drawing, the OR gates are not represented.
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Figure 7: Short example of barriersplaced on a branch of afault tree

3.7.6 REMARKS

The barriers for control and for limitation will be often associated to a detection system, which is
an integra part of the barrier.

When the safety barriers are not yet implemented on the equipment (for example in adesign or a
modification phase), it is o possble to sart from safety functions in order to identify which
safety barriers could be added to the system. An other tool, called the "risk graph” is dso helpful

to determine the number of barriers necessary to efficiently place under control a possible cause
of accident. Further details are given in chapter 4, devoted to the possible use of the ARAMIS
method for the identification of scenarios.

A checkligt of possible safety functions and safety barriers upstream and downstream of each
event of the bow-ties has been built. This checklist can be found in appendix 8. With the help of
this checkligt of functions and barriers, it is possble to compare them to actud functions and
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barriers implemented in a plant. They can dso be used to define what should be implemented on
anew plant or to improve an unsatisfactory safety leve in an exigting plant.

3.8 MIRAS Step 3.C: Assessment of the performances of safety barriers
3.8.1 DEFINITION OF THE PERFORMANCE OF A SAFETY BARRIER

Once the safety barriers have been identified and placed on the fault tree, it is necessary to assess the
influence of these barriers on the frequency of the critica event.

The performance of a safety barrier is defined according to three parameters.

Its level of confidence (LC) linked to its probability of fallure on demand (PFD). The
level of confidence of a safety barrier is the probability of falure on demand to perform
properly a required safety function according to a given effectiveness and response time
under al the stated conditions within a stated period of time. Actudly, this notion issmilar to
the notion of SIL (Safety Integrity Level) defined in IEC 61511 for Safety Instrumented
Systems but applies here to al types of safety barriers.

Its adequate capacity to take the required action (specific Sze or volume, physica strength,
efc.) or effectiveness (E). The effectiveness is the ability for a technical safety barrier to
perform a safety function for aduration, in a non degraded mode and in specified conditions.
The effectiveness is ether a percentage or a probability of the performance of the defined
sdfety function. If the effectiveness is expressed as a percentage, it may vary during the
operating time of the safety barrier. For example, a vave which would be not completely
closed on safety demand would not have an effectiveness of 100%.

Its response time (RT). The response time is the duration between the sraining of the
safety barrier and the complete achievement (which is equa to the effectiveness) of the safety
function performed by the safety barrier.

The way to assess these parametersis explained in detailsin appendix 9.

3.8.2 "DESGN" AND "OPERATIONAL" LEVEL OF CONFIDENCE - LINK WITH THE SAFETY
MANAGEMENT SYSTEM

In afirg sep, the leve of confidence assessed with the help of indruction given in gopendix 8 isthe
"design’ leve of confidence. This means that the barrier is supposed to be as efficient as when its
was indaled, to have the same response time and the same level of confidence or probability of
fallure on demand.

But the performance of the safety barrier could decrease when time is going.  This could occur for
multiple reasons, for example a bad inspection program, a loss of knowledge of the operators, the
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clogging up of some devices... All these reasons can be reaed to the quality of the safety
management system.

In a second gtep, it is thus needed to assess the qudity of the safety management system and its
influence on the performances of the safety barriers. The tools for the management audit are
described in an other ARAMIS document. One of the ams of the audit is to verify if the safety
barriers are enough ingpected and maintained. If it is not the case, the level of confidence of safety
barriers will be decreased according to the results of the audit. This will give the "operaiond” level
of confidence of the safety barrier.

During the management audit, severd criteria will be sudied and weights will be dlocated a each
criterion according to the 11 types of safety barriers (see paragraph 3.7.4). The weights associated
to evauation criteria will be different depending on whether it is a passive or active barier, or an
human one.

Details about the modifications of the performances of the safety barriers according to the quality of
the safety management system are available in the ARAMIS report related to the safety management
system.

3.8.3 OUTPUT OF THISSTEP
At the end of this step, additiona information will have been collected for the safety barriers:

for eech sdfety barier, it will have been decided if this safety barrier meet the minimum
requirements expressed in gppendix 9. If yes, the barrier is relevant and can be placed on the
bow-tie, but will not be taken into consderation if it should not be the case;

for the relevant safety barriers, the performances are assessed, that means that the reader has
evauated the level of confidence, the response time and the effectiveness of the safety barrier.

3.9 MIRAS Step 3.D: Calculate the frequency of the critical event

After the evaludtion of the initiating events characteridtics, the identification of the safety barriers and
the evaluation of their performances, it is possible, a this sage, to andyse the fault tree in order to
caculate the frequency of the associated critical event. The analysis will be made by a gate-to-gate
method. However, this step may be complex and some rules should be kept in mind in order to
avoid error in the predicted critica event frequency. Detailed explanations about these caculations
can be found in the literature (e.g. Guiddines for Chemica Process Quantitative Risk Anayds, ref.
12). Some basic rules are summarised in the next paragraph.
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3.9.1 BASCRULESFOR THE ANALYSISOF THE FAULT TREE

The gate-by-gate method starts with the initiating events of the fault tree and proceeds upward
toward the critica event. All inputs to a gate must be evaluated before calculating the gate output.
All the bottom gates must be computed before proceeding the next higher level.

The mathematica relationships used in the gate-to-gate approach are summarised in Table 11.

Table 11: Rulesfor gate-by-gate fault tree calculation
(ref. 12, F = Frequency, P = Probability)

Gate | Input pairing Calculation for output Units
Pr OR Pg P(AORB) =1-(1-Pa)*(1-PFs)
=Pa+Ps-Pa*Ps
OR @Pa + Ps

Fa OR Fg F(AORB) =Fa+Fp y?
PAr OR Fg Not permitted

Pa AND Pg P(A AND B) = Pp*Pg

AND [ Fs AND Fg Not permitted, changeto Fa and P
Fa AND Pg F(A AND B) = Fa*Pg y?

Remarks

When a OR gate has severd inputs, they are added (the gpproximation due to omitting
coproduct terms is often negligible for small probabilities and is conservetive)

Severd probability terms, but only one frequency, may be brought into an AND gate (eventudly,
some freguencies must be converted into probabilities).

A specid attention should be paid to common-cause failures which may affect various events in the
fault tree. 1f a common-cause failure gppears in two branches of afault tree joined by a AND gate,
the find result of the gate-by-gate method could be incorrect. The common-cause failure (power
falure, for ingance) should be taken into account only once!

The ways to take into account the effects of safety barriersis presented in the following paragraphs.
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3.9.2 TAKING INTO ACCOUNT THE SAFETY BARRIERSOF THE FAULT TREE
3.9.2.1"Avoid" barriers

This kind of barrier implies that the event located just downstream is supposed impossible. The
corresponding branch will thus not influence the critical event frequency anymore.

For example, Figure 8 shows a part of a fault tree leading to a large breach in an equipment.
Overpressure in this equipment could occur due to temperature increase, being caused by the
thermd radiation due to a domino effect (fire in the adjacent unloading unit).

The safety barrier conddered is the large distance between the unloading unit and the equipment,
which corresponds to an "avoid" barrier. It is thus proposed to represent the barrier as shown in
Figure 8.

The branch could have been completely deleted from the fault tree, but this is not recommended.
Indeed, if the barrier disgppears (for example here if the unloading unit is moved), the tree drawn
with the method proposed in Figure 8 will aways be up-to-date and the hazard due to the unloading
unit will always be kept in mind. Otherwise, the cause deleted could be forgotten later if the barrier
iSno more relevant.

Fire in the flammable
liquid unloading unit

Domino effect .| Overpressure due to
thermal radiation temperature increase

Unloading unit
far away from
equipment
considered
4

Frequency = 104 y* Frequency =0 Frequency = 0

"Avoid barrier"

Figure8: " Avoid" barrier in thefault tree

3.9.2.2"Prevent" or control" barriers
For these barriers, the rule isthe following:

If the level of confidence of a barrier on a branch isequal to n, then the frequency of the
downstream event on the branch isreduced by afactor 10".

An exampleis shown in Figure 9 where the complete drawing of the tree is shown. Two branches
are derived from the safety barrier, one in case of failure of the safety barrier, and one in case of
success. In this second case, the accident is stopped and thus the branch can be del eted.
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The practical drawing (Figure 10) is thus Smpler and will only take into account the case of failure of
the safety barrier. The frequency of the downstream event is thus reduced by a factor 10" after a
barrier having alevel of confidence equd to n.

In these drawings (Figure 9 and Figure 10), the barrier is placed downstream of the event because
the example considers a "control” barrier. A "prevent” barrier should have been placed upstream of
the event.

Success; Prob. = 1-102=0.99 Accident is stopped

Freq. =9.9 105 y1

Overpressure due to
temperature increase

A 4

valve

Frequency = 10 y?

| o | Pressure safety

| N

.| Catastrophic rupture
of the equipment

Failure; Prob. = 102 = 0.01

Frequency = 10y

Figure9: " Prevent” or "control" barriersin the event tree— complete drawing (example)

Overpressure due to
temperature increase

Catastrophic rupture
of the equipment

Pressure safety
valve

Frequency = 10* y! Frequency = 10° y!

|—
(@)
N

Figure 10: " Prevent" or "control" barriersin the event tree—smple drawing (example)

3.9.2.3 Combinations of several safety barriers

In principle, the level of confidence of independent barriers acting on the same event are additive.
That means that, if we have a barrier with LC = m and another barrier with LC = n, the globd
reduction factor for the downstream event is equal to 10 * ™,

Practicdly, this is true but has to be gpplied carefully. When combining safety bariers, the reader
should especidly pay attention to the following points:

Is there a common failure mode for the barriers ? If yes, they cannot be consdered as fully
independent.
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Is there a common subsystem for two different barriers ? For example, a gas detector could
sarve to activate an isolating valve, and the same detector could aso activate the sprinkler
gystem. If this subsystem (gas detector) has a LC = 1, then the isolation system has a LC1 at
maximum, the sprinkler system has a LC1 a maximum. The combingtion of the two safety
gystems has a LC1 a maximum and not a LC2, because the gas detector is common to both
safety barriers.

The architecture of the barriers should be sudied deeply in order to identify common subsystems
(as shown above), but aso to examine redundancy. In the same example, the sprinkler could be
a0 activated by a flame detector, this with a LC1. In this casg, it can be consdered that the
sorinkler system is independent from the isolation sysem and thus when combining the two
safety barriersagloba LC2 is obtained.

The representation of the different subsystems (detection, transmission, action parts) isinteresting
to assess quickly the performance of the safety barriers, but a weak point could be missed (for
example an eectro-vave common to severd barriers).

3.9.2.4 Remark

A complete example of fault tree with safety barriers, and with the caculation of the frequency of the
critical event is developed in appendix 15.

3.9.3 OUTPUT OF THISSTEP

The output of this step isthe frequency (per year) of the critical event, taking into account
the safety barrierson the fault tree.

If the frequency of the critical event with the safety barriersis lower than 107/year, there is no need
to gpply the following steps. The frequency of the critica event is low enough. The mgor accident
scenario is thus enough controlled on the fault tree side and will not lead to a reference accident
scenario.

3.10MIRAS Step 4: Estimate the frequency of the critical event by means
of generic critical eventsfrequencies

If the frequency of the criticad event cannot be caculated on the basis of the andyds of the fault tree
(step 3), an other possibility isto evauate it by means of generic critical event frequencies.

Appendix 10 gives the results of a bibliographic review of published data on this subject. At the end
of the gppendix, a table summarises the data collected, and proposes vaues or ranges of vaues for
the different critica event frequencies, depending on the kind of equipment considered.
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The frequencies given in gppendix 10 have a GENERIC character; the number of safety barriers
included in these figures, the age of the equipment and the state of the art a the time of failure are not
known. The generic frequencies are given for a "standard” security level. However, in the literature,
the "standard" security level is not specified.

This means that the reader has to be careful when handling these figures.

When a range of frequency values is provided, a figure should be chosen in the range, rather a high
vaueif the sfety leve is poor, or rather alow vaue if the safety leve isgood. Information found in
the literature do not alow to give more precise guidance on the choice of a precise vaue.

3.11MIRAS Step 5: Calculate the frequencies of Danger ous Phenomena
3.11.1 INTRODUCTION

The objective, a this stage, is to proceed step by step in the event tree to obtain, as output, the
frequency of each dangerous phenomenon. Firgt of dl, some basic rules for the caculaion of
frequencies in the event tree will be reminded. In a second step, the transmission probabilitiesin the
tree will be discussed. Findly, during the third step, safety barriers related to the event tree side will
be taken into account, both in terms of consequences and frequency of dangerous phenomena.

3.11.2 BASIC RULESFOR THE CALCULATION OF FREQUENCIESIN THE EVENT TREE — AND AND
OR GATES

In the generic event trees built with the MIMAH methodology, thereisno AND / OR gates explicitly
drawn. Infact, these gates are implicitly included in the event trees.

AND gates are located between an event and its Smultaneous consequences (for example a breach
on a two-phase storage, under the liquid level, has two consequences occurring Smultaneoudy — a
two-phase jet and a pool formation). These outcomes are linked by a AND gate.
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If the events are tied by an "AND" gate, the frequency upstream the "AND" gate is
transmitted to all the branches downstream.

» Eventj
Freq. F=F
Event i » AND » Event k
Freq. F, Freq. F, = F
» Event |
Freq. F, = F,

Figure11: "AND" gate

OR gates gppear downgtream an event if one of the consequent events may occur and the others
not. For example, if we congder the pool formation, a direct ignition can occur and we have then
the "pool ignited” phenomenon, and in the other case we have the dispersion of the gas.

Eventslinked by a OR gate are mutudly exclusive.

The frequency of each event downstream a OR gate may be determined by multiplying the upstream
event frequency by the "transmisson” (conditiona) probability adong the path leading to that
outcome. Thus the probakilities associated with each branch must sum to 1.

For ingtance, if there are only two downstream events, the transmission probability of one branch
may be R and the transmisson probability of the other branch, B, is equa to 1-P,. This is
illusrated in Figure 12.

Pl R
» Event j
Freq. F=F*P,
Eventi > OR
Freq. F,
> Event k
P,=1P,
Freq. F, =F*P,

Figure12: "OR" gate
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Appendix 11 gives detailed information about these gates. Moreover, generic trees built with
MIMAH for the different critical events and the different physica states of substances are detalled,
and gates are explicitly indicated.

3.11.3 EVALUATION OF THE TRANSMISSION PROBABILITIES IN THE EVENT TREES (RAIN-OUT,
IGNITION PROBABILITIES, PROBABILITY OF VCE/FLASHFIRE)

When OR gates gppear in the event treg, figures for the transmisson probabilities linked with these
gates must be assessed. Having alook in dl the generic event trees, it should be noted that different
Stuaions may arise

The probability of rain-out, which is partly tied to the probability that a jet is turned toward an
obstacle.  The pogtion of the lesk on the equipment, the wind direction, the presence of
obstacles may influence this probability.

The probability of immediate ignition, which depends on the flammability of the substance,
the source term, the presence of ignition sources around the equipment, some safety barriers
which prevent the ignition (explosion proof area,...), ...

The probability of delayed ignition, which depends on the flammability of the substance, the
source term, the direction in which the cloud disperses, the presence of ignition sources and the
type of ignition sources ingde the flammakility limits of the doud (function of meteorologica
conditions), some safety barriers which prevent the ignition (explosion proof ares,...),...

The probability of VCE, which depends on the obgtruction of ste in the direction in which the
cloud will be dispersed. This probahility is higher for a zone with strong obstruction.

As the probabilities of ignition and the probability of VCE depends on a lot of parameters, these
parameters and these probabilities should be discussed with the indudtridists on ste. For a first
approximation, the reader should take conservative values for the delayed ignition and the probability
of VCE which depend on the wind rose and meteorologica conditions (stability class, wind
velocity,..).

To help the reader, some vaues of probabilities are given in appendix 12.

3.11.4 INFLUENCE OF SAFETY BARRIERSIN THE EVENT TREE
31141 Overview
The objective is now to identify safety barriers on the event tree, and then to quantify their influence.

For the identification of the safety barriers, the method proposed is identica to the one used for
the fault tree: it is proposed to review systematically the event tree. Each event of the tree, branch
per branch, must be examined and the following question should be asked: "Is there a safety barrier
which prevents, controls or limits this event ?'. If yes, the safety barrier must be placed on the
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branch. The barrier will generdly be placed upstream of an event if it prevents this event. If it
controls or limits this event, it has to be placed downstream.

This identification can be made with the indudtridists (safety officers, operators, ... ), with the help of
"process and indrumentetion diagrams' and "flow diagrans’ or with any other exiding
documentation. Appendix 8 gives acheck-list of safety functions and barriers on dl the events of the
bow-tie.

The reader must then assess the perfor mance of the safety barriers identified. The procedureis
aso the same as for the barriersin the fault tree. To be considered as relevant, a barrier must meet
the minimum requirements expressed in gopendix 9. Then, the levd of confidence, the effectiveness
and the response time have to be evauated.

The barriers identified must be classified according the typology shown in Table 10, in order to be
able later to take into account the qudity of the safety management. This will be made by modifying
the design leve of confidence of a barrier due to the qudity of the safety management system, to
obtainan " operational” level of confidence (see paragraph 3.8.2).

Depending on the type of barrier (prevention, control, limitation), the method to take this barrier
into account in the event treewill be different. Explanations are given in the following paragraphs.

3.11.4.2 "Prevent" barrier

In the event tree, the prevention barriers are mainly related to the probability of ignition. They do not
have to be placed directly in the trees, but serve quditatively to evauate the probability of ignition.
Further information are given in appendix 12.

3.11.4.3 "Control" barrier

In the event tree, the "control” barriers can control, stop the evolution of abranch. It depends on the
levd of confidence of these barriers.
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An example of the influence of control barriers is shown in Figure 13, for two independent control
barriers.

pP=10"

Event j
Freq. F;=F, * 101™"

Control barrier B2
LCn

A
(]
§ Accident controlled
[p]

Safe situation

p=10-m

Failure

Control barrier B1 P=1-10"
Event i
LCm
Freq. F;
2
§ > Accident controlled
@ P=1-10"" Safe situation

Figure 13: " Control" barriers—influence on the calculation of frequencies of eventsin
term of level of confidence

It can be concluded that a "control” barrier introduces a kind of OR gate in the event tree. One
branch concerns the successful action of the barrier, and leads to a safe Situation where the accident
is under control. The other branch concerns the falure of the safety barrier, dlowing the further
development of the scenario. The frequency of the event on this branch is equd to the frequency of
the event upstream of the barrier, multiplied by 10-© (where LC is the level of confidence of the
barrier).

31144 "Limit" barrier

The limitatior/mitigation barriers have an indirect influence on the tranamission probabilities and they
can reduce the mgor effects of dangerous phenomena, for example by limiting the flow rate and the
release time, the pool area, the vaporization time or in diluting the toxic/flammable concentrations,...

In the event tree, when a limitation/mitigation barrier is consgdered, two branches must be
built, oneif the barrier succeeds and an other one, if the barrier fails. Both branches have
to be kept in the event tree, because they will lead to different danger ous phenomena, one
with less severe consequence but a higher frequency, and the other one with more severe
consequence but a lower frequency. The frequencies calculation is linked with the level of
confidence of the safety barrier.
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It isworthwhile to precise the different kind of dangerous phenomena which can be obtained in event
trees influenced with "limit" safety barriers
a Dangerous Phenomenon with a " limited source term" means that the consequences of
the critica event are limited by a successful sefety barrier (for example by limiting the sze of the
pool or the release duration)
a Dangerous Phenomenon with "limited effects’ means that a limiting barrier acts in the
event tree, but not directly after the critica event (for example a water curtain which limits the
quantity of gas congtituting the cloud).
a "fully developed" Dangerous Phenomenon means tha no safety system limits the
consequences of the critica event and no safety system mitigates the effects

Obvioudy, a Dangerous Phenomenon can be defined as "with a limited source term” and "with
limited effects’ if both kinds of barriers are present and are successful.

These detalls will be useful when the consequences of the dangerous phenomena will be evauated
(seeparagraph 3.12).

Examples

For example, in the case of aleak on aliquid pipe, a detection of the leak coupled with asdlf-closing
vave can limit the duration of the lesk to five minutes. We have thus two types of consequences. the
one resulting from an unlimited lesk with the probability of non-functioning of the limitation safety
barrier, and the other with alesk limited in duration, thus a smaller pool and a smaler severity of the
asociated dangerous phenomena. The characterigtics of the DP differ in term of limitation of the
consequences of the critical event or not, and aso in terms of frequency.

The corresponding part of the event tree is shown in Figure 14.
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DP with limited
source term

Pool formation
due to a leak
limited at 2 minutes

Freq. = F, *0.99

P=0.99_

Success

valve

Detection +
self-closing

Leak on Pool Leak on
"liquid" pipe formation "liquid" pipe

Freq. F,

,_
0O
N

Fully developed DP

Failure

"Limi@“ barrier: Pool formation
detection + self- P=0 01‘ due to a non limited
closing valve e leak
Freq. = F, *0.01

Figure 14: Influence of a limitation barrier on the consequences of the critical event

An other example: in the case of atoxic digperson, water curtain can reduce the effects of the toxic
cloud. We have thus two types of consegquences. the one resulting from a whole toxic cloud with the
probahility of non-functioning of the limitation safety system, and the other with a smdler toxic cloud
with mitigaeted effects and a smdler severity of the dangerous phenomenon (see Figure 15). The
characteridics of the DP differ in term of limitation of the effects or not, and aso in terms of

frequency.

DP with limited
effects
o P=0.9 | Toxic cloud with
§ mitigated effects
& Freq.=F, * 0.9
+ O
c £
s8¢
cloud DP cloud g9
dispersion toxic cloud dispersion g E
Freq. F, LC1
° Fully developed DP
"Limit" barrier: TE:; Fully developed
water curtains w toxic cloud (effects
P=0.1 -
not mitigated)
Freq.=F, *0.1

Figure 15: Influence of a limitation barrier on the effects of danger ous phenomena
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3.11.5 OUTPUT OF THISSTEP

The output of this step is a list of dangerous phenomena (DP) associated to each critica event
identified by the MIMAH methodology. The frequency of each dangerous phenomenon is
cdculated, and limitations are taken into account (DP with a limited or not limited source term,
limitations or not of the effects).

A full exampleis given in gopendix 15.

3.12MIRAS Step 6. Estimate the class of consequences of Dangerous
Phenomena

3.12.1 DEFINITIONSOF CONSEQUENCE CLASSES

The sdection of Reference Accident Scenarios is based on the evauation of the frequency of
Dangerous Phenomena, and of their potential consequences. At this stage, it is thus necessary to
evauate roughly the consequences of each Dangerous Phenomenon.

This evauation of the potential consequences is only quditative. A quantitetive assessment will be
made in the ARAMIS part devoted to the calculation of the Severity, but this step can only be made
diter the selection of Reference Accident Scenarios.

The quditative assessment of the consequences of Dangerous Phenomenaiis based on four classes
of consequences defined in Table 12. These classes are defined according to potentia
consequences in term of domino effects, effects on human targets and effects on the environment.
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Table 12: Class of consequences

CONSEQUENCES CLASS
Domino effect Effect on human target | Effect on environment | Ranking
See note under Table 12 rl:lc?sltrg;;ya; (S)]fl ?Nh;t)rI:J ury with J.’:IJ; w:tclh?rr:g necessay. C,
Sarious  effects  on
seenoeunde Table12 | B s o mers | C
intervention
Irreversible injuries or degth .
inside the site, Effeds on environmert
See note under Table 12 Reversible injuries outside the out.s de the dte, requiring Cs
_ national means
gte
Irreversble effects on
Irreversible injuries or death| environment outsde the
Seenote under Table 12 outside the sité ste, requiring nationd Ca
means

Note for domino effects : Let us consder a Dangerous Phenomenon, noted DP1, likely to induce a
domino effect and the Dangerous Phenomenon, noted DP2, caused by this domino effect. For
example aVapour Cloud Explosion (DP1) could cause the rupture of a pipe due to the overpressure
generated, the leek of flammable liquid and then a poolfire feeded by the liquid flowing from the
ruptured pipe (DP2). The consequences classes for DP1 and DP2 will be evaluated only on the
basis of their potentid human and environmenta effects. If it gppears that the consequence class for
DP2 is higher than the consequence class for DPL, then the consequence class for DP1 shdl be
raised to the consequence class of DP2.

Remark:

Evenif the materid and financid damages are conddered as criteria for the notification of an accident
a the European Commission in the SEVESO Il Directive, they are not retained as criteria for the
definition of consequence classes defined in Table 12. As a matter of fact, the severity and
vulnerahility mappings do not take financia aspectsinto account.

Thus, for each Dangerous Phenomenon obtained during the development of the event trees, a class
of consequence must be chosen according to the definitions given in Table 12. It should be
reminded that, due to the presence of safety barriers, Dangerous Phenomenon can be "fully
developed” or "limited” :
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a Danger ous Phenomenon with a " limited source term” means that the consequences of
the critical event are limited by a successful safety barrier (for example by limiting the Size of the
pool or the release duration)

a Dangerous Phenomenon with "limited effects’ means that a limiting barrier acts in the
event tree, but not directly after the critica event (for example a water curtain which limits the
quantity of gas congtituting the cloud).

a "fully developed" Dangerous Phenomenon means tha no safety system limits the
consequences of the critical event and no safety system mitigates the effects

EVG1 - CT - 2001 — 00036

Obvioudy, a Dangerous Phenomenon can be defined as "with a limited source term” and "with
limited effects’ if the two kinds of barriers are present and are successful.

For "fully developed” Dangerous Phenomena, the reader could use rough consequence classes given
in Table 13. If the Dangerous Phenomenon is "limited”, the "fully developed” class of consequence
could be decreased by the reader, according to the type of limiting systems and aways referring to
the definitions of Table 12.

Dangerous phenomena Conseguence class

Poolfire Cc2

Tankfire C1

Jetfire C2

VCE C3 or C4 (according to the released
Quantity)

Hadhfire C3

Toxic doud C3 or C4 (according to the risk phrases —
CA for very toxic substances)

Fire C2

Missile gection C3

Overpressure generation C3

Fireball C4

Environmenta damage Tojudgeon ste

Dust explosion C2 or C3 (according to the substance and
the quantity)

Boilover and resulting C3

pooalfire

53

Table 13: Rough class of consequences of " fully developed” Danger ous Phenomena
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Among the three categories of consequences (human, environmental and domino effects), one takes
asfinal consequences class, the most serious consequences class. This choice is conservetive,

3.12.2 OuTPUT

The output of this step is a lig of dangerous phenomena (DP) associated to each critical event
identified by the MIMAH methodology. The frequency of each dangerous phenomenon was
caculated in step 5, and thanks to tep 6, a class of consequence is associated to each
danger ous phenomenon found in the event trees.

3.13MIRAS Step 7: Use the risk matrix to select Reference Accident
Scenarios

3.13.1 INTRODUCTION: THE RISK M ATRIX

The objective of this Sep isto select the Reference Accident Scenarios which will be modelled in the
caculation of the severity.

The tool used here is a Risk Matrix (Figure 16). The X-axis corresponds to the four consequence
classes, and the Y-axis corresponds to the frequency of the Dangerous Phenomena. Three zones
are defined in this matrix:

102/year
103/year <<High Effecis>>
104/year
10/year
10%/year
107/year <<Negligible Effects>>
108/year
Cl!I C2! C3l C4

Figure 16: Risk matrix

v The lower green zone ("Negligible effects’ zone) corresponds to dangerous phenomena with a
low enough frequency and/or consequences which will probably have no actud effects on the
Sverity.
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v The intermediate yellow zone ("Medium effects’ zone) corresponds to dangerous phenomena
which will probably have actud effects on the severity and will then be selected to be modelled
for the severity caculaions. These dangerous phenomena correspond to Reference Accident
Scenarios.

v The upper red zone ("High effects’ zone) corresponds to very dangerous phenomena which will
surdly have actual effects on the severity. Corresponding accident scenarios should be revisited
in order to put additiond safety systems in place. However, if nothing is changed, these
dangerous phenomena shdl be selected, in their present sate, to be modelled for the severity
cdculations. Of course, these dangerous phenomena correspond to Reference Accident
Scenarios.

3.13.2 APPLICATION OF THE RISK M ATRIX

Each Dangerous Phenomenon resulting from the bow-ties must be placed in the risk matrix,
according its frequency and its class of consequence.

Dangerous Phenomena in yelow and red zones have to be modelled for the severity
calculations.

3.13.3 COMMENTS
Appendix 13 explains how the risk matrix was built.

The risk matrix should not be used blindly. One can dways choose to mode a scenario located in
the green zone if it is believed necessary to do s0. At the vary word, this will only be time
consuming but also offer the possibility to appreciate the red impact of questionable scenarios.

It should be reminded that this risk matrix is actually not a guide for the acceptability of
risk, but it is only a guidance to select reference accident scenarios which have to be
modelled for the calculation of the severity.

3.14MIRAS Step 8: Prepare information for the calculation of the
Severity

The lagt bowties obtained by the MIRAS methodology (including the influence of safety systems),
the risk matrix with al dangerous phenomena and the reference accident scenarios will be given to
people involved in the caculation of the severity index S.

For each reference accident scenario (a dangerous phenomenon located in the yellow or red zone of
the risk matrix), the information to collect for the severity caculations are described here under:

v The equipment type
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v The desgn/rupture pressure and design/rupture temperature of the equipment
v Theheight of liquid (if rdlevant)

v The properties of the hazardous substance (substance date, physicad and chemica
properties, hazardous properties, risk phrases)

v The quantity of substance available
Massin the equipment
Flow entering in the equipment
v The operating conditions insde the equipment (temperature, pressure)

v The bow-tie with the fault tree, the branches leading to reference accident scenarios (DP
in yellow or red zone) in the event tree and with the efficient safety barriers.

v Thecritica event

For a breach: locdisation, diameter, liquid height above the hole and
releasetime

For alegk on a pipe: locadisation and diameter of the leak; dimensions of
the pipe (length, diameter); rlease time

For the caculation of the rain-out, the presence of obstacles in the
direction of the two-phase jet (if any)

v The dangerous phenomenon with its frequency (frequency per year)

v Theignition sources on the Ste, it is necessary to verify the presence of ignition sourcesin
the flammakiility zone of the doud

v Thewind rose

v The average meteorologica conditions on the dte (dability class, wind veocity,
temperature, pressure, humidity, cloud coverage,...)

v Presence of safety barriers which affect the severity modelling (presence of a bund,
equipment inside a building, presence of a scrubber, injection of foam on a pool (which
limits the vaporization time), efficient sysems which dilute atoxic or flammable cloud,...)

v Characterigtics of these safety barriers (bund, building, emergency scrubber, ...)

v Destription of the Ste surroundings, including locdisation of the schoals, hospitdls,..

56 July 2004



@ EVGI - CT - 2001 — 00036 peliveraple D.L.C.

ARAMIS
N Delvosalle — Fiévez - Pipart

4. Useof the ARAMIS methodology for theidentification of
scenariosin design phase

All the methods developed during the ARAMIS project in view of the identification of Reference
Accident Scenarios can be gpplied on an exiging plant or equipment. But they can dso beused ina

design phase.

In addition, another specid tool was aso developed during this ARAMIS project: the Risk Graph.
Thistool is fully explained in gopendix 14. In summary, it can be said that the risk graph is a tool
ingpired from |EC 61508. Its purposeis to define for a given scenario and a given cause, according
to the consequences of the dangerous phenomena associated to the critica event, the leve of
confidence of the safety barriers required to have an acceptable risk.

This tool can thus be paticulaly hdpful in dedgn phase, to identify the globd peformance
requirements of safety barriers that have to be placed on an equipment in order to obtain an
acceptable risk.

Informetion given in gppendix 8 are dso especidly interesting in design phase, since this gppendix
shows (non-exhaugtive) check-lists of safety barriers which can be used to avoid, prevent,
control or limit dl kinds of events encountered in the generic bow-ties.
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5. Conclusion

This report describes a full methodology for the identification of Reference Accident Scenarios. Two
complementary gpproaches are used, firstly the Methodology for the Identification of Major
Accident Hazards (MIMAH), and secondly the Methodology for the Identification of
Reference Accident Scenarios (MIRAS).

MIMAH dlowsfirg to identify the potential hazardous equipment on a plant and to select rlevant
hazardous equipment. Then, a step by step method alow to build complete bow-ties representing
the mgjor accident hazards.

In asecond step, MIRAS sdlects Reference Accident Scenarios by means of criteria related to the
frequency of dangerous phenomena and their potential consequences. These criteria are synthesised
inarisk matrix. A great part of the MIRAS method is devoted to the evaluation of frequencies and
probabilities in the trees. The key topic is the influence of the safety systems on these
frequencies/ probabilities, and also on the possible consequences of the accident scenarios.

The mogt obvious usefulness of this method is the posshility to identify Reference Accident
Scenarios, taking into account the safety systems, technical ones as well as safety management
system.

But the outputs of MIMAH and MIRAS are much more than that. In particular, the following results
can be put to the fore:
MIMAH dlowsto draw alist of dl potentid hazardous equipment on the plant, and to select the
relevant ones
MIMAH dlowsto identify critical events on any kind of equipment
On the basis of generic fault trees, MIMAH dlows to identify causes of critical events and to
built adapted fault trees
MIMAH offers atool to build automaticaly event trees, in which the hazardous properties of the
substances are taken into account
MIRAS gives the opportunity to identify and deeply andyse the safety systems present on an
equipment. Performances of these systems can be evaluated.
The influence of safety systems on frequencies and consequences of accident scenariosiis clearly
shown here, by means of a systematic method.
The risk matrix, as well asthe risk graph, offers the possbility to point out accident scenarios not
adequately protected and needing additional safety systems.

This method has been tested in five chemica plant across Europe. Feed-back from these case
gudies is included in the tools presented here and thus the method is believed to be consstent and
applicable. 1t is sure that concepts and tools are not smple, but authors are confident that, thanks to
the various results which can be obtained with MIMAH and MIRAS, the game is worth the candle.
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